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Legal basis and guidelines for 
customer data management 

• Third Energy Package

• Energy Efficiency Directive

• Alternative Fuels Infrastructure Directive

• Data Protection Reform

• Commission Communication for Smart Grids

• Commission Recommendation on 
preparation for the roll-out of smart metering 
systems

• Commission Recommendation on DPIA 
template

• BATs Security Requirements
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Commission Recommendation 
on Privacy and Security

1. Data Protection Impact Assessment: DPIA Template
2. Privacy by Design / by Default : MS should encourage:

– Network operators to incorporate PbyD in smart grid and smart 
metering deployment

– ESOs to give preference to PbyD reference architectures 
– Use of privacy certification mechanisms and data protection seals 

and marks, provided by independent parties
3. Data Protection: anonymous, data minimisation, responsibilities of data 

controllers and processors 
4. Security: Data Protection by Design, « Security relevant » standards of 

ESOs in M/490 and International security standards; data breach 
notification, etc.

5. Information and Transparency: Network operators publish information 
policy for each of their applications
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Three possible data management models 

one size does not fit all
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Key 1: Open model for consumption data flow

Historical data access (kWh/period +24hours)

dynamic data access (kWh/minutes)
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Key 2: Interoperability and open standards
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Ref.: SWD(2014)189 accompanying the Smart Metering Benchmarking Report (COM(2014)356)
http://ec.europa.eu/energy/gas_electricity/smartgrids/smartgrids_en.htm

http://ec.europa.eu/energy/gas_electricity/smartgrids/smartgrids_en.htm
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Final remarks 
• Key guiding principles already setting, such as privacy and security 

by design, transparency, accessibility and no-discriminatory access

• DPIA template is a key step-by-step methodology for data controllers 
to ensure data protection and security in relation to Art.33 of Data 
Protection Reform

• All available techniques already collected based on the inventory of 
projects. BATS will select the most suitable advanced and effective 
for privacy and security

• Strongly recommended open architectures, interoperability and open 
standards to enhance cost-effectiveness and competitiveness in the 
retail market

• National authorities to monitoring "smart roll-out" at national level

• Possible "smart intervention" to be considered at EU level
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http://ec.europa.eu/energy/energy2020/smart_grid/index_en.htm

http://ec.europa.eu/energy/gas_electricity/smartgrids/taskforce_en.htm
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