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energy operators with standard CS 
requirements: is a NC the solution?
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SGTF – EG2 report: Recommended Structure for the Network 
Code on Cybersecurity
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Key points
1. Minimum Cyber security requirements applicable to all Operators, more advanced requirements applicable 

to Operators of Essential Services (OES) – as defined by the NIS Directive.

2. Current problem areas 

▪ TSOs are currently at different Cyber maturity levels, some immature with few Cyber security 

processes and controls, some very advanced. Objective is to bring all TSOs up to a minimum defined 

level, based upon ISO/IEC 27001 standard.

▪ some EU member states have not yet identified their OES.

3. ENTSO-E is currently performing preparatory work to determine the scope of such a 27001 certification. 

Too narrow a scope and any certification is useless and not effective, too wide a scope and it becomes 

very expensive with a danger of certification failure. Need to fine tune the certification scope to TSOs.

4. Benefits of ISO/IEC 27001 certification. (1) Governance. Management have identified key Cyber roles 

and defined accountability and responsibility, e.g. Security Officer, Data Protection Officer, Disaster 

Recovery/Business Continuity, Crypto custodian, and associated budgets. (2) Risk Management process 

has been defined, and Operators have identified acceptable and unacceptable Cyber related risks, in 

other words their risk tolerance. Without these two key controls, an Operator cannot perform the most 

basic Cyber security.

5. Advanced requirements for OES includes Supply Chain security controls and Cross Border Cross 

Organizational Risk management, looking at the Cyber impact to other Operators.



4

Process to draft Network Code

Comitology  process (where appropriate)

EC
In consultation with all stakeholders resulting in a legally 

binding network code

Assessment of network code

ACER
Recommendation of network code to the European 

Commission

Period in which ENTSO-E can develop a network code (12 month period)

ENTSO-E / EU DSO entity In consultation with stakeholders according to FWGL

Request for ENTSO-E or EU DSO entity to draft a network code

EC According to FWGL submitted by ACER

Development of the  FWGL (6 month period)

ACER In consultation with ENTSO-E, stakeholders and Expert Group

Request to draft a FWGL

EC On a topic identified in art.59.1 of Regulation EC 2019/943

Development of 

Framework 

Guidelines 

(FWGL)

Development of 

network code

Assessment, 

agreement & 

entry into force



Status on implementation of Network Codes

• Implementation still requires a lot of resources

• Amendments will require further resources from all stakeholders

• Decisions on new Network codes to be taken wisely considering limitation on resources
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